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1 A 4 - 

Product Specification 

MDM should be listed in the Google 

EMM directory. The quoted MDM 

solution should be listed as AER ( 

Android Enterprises Recommended) 

as per Google platform.  

 

Product Specification 

MDM should be listed in the 

Google EMM directory 

2 A 5 - 

Real-time incident capture: 

Automatically logs events such as 

failed policy executions, unauthorized 

access attempts, app installation 

errors, and integration failures. 

Incident capture:  

Capability to share log events 

such as failed policy 

executions, unauthorized 

access attempts, app 

installation errors. 

3 A 5 - 

Integration-aware alerts: Capture 

issues from third-party integrations 

(e.g., antivirus, identity providers) for 

a holistic view of device health and 

security posture. 

This can be considered as 

optional feature 

4 A 6 - 

System Architecture 

Supports multi-tenant, role-based 

access. 

System Architecture 

The proposed solution must 

ensure complete data 

separation and isolation for this 

scope of work. Both application 

and data should be hosted 

strictly within the India region. 

In case the solution is offered 

as a SaaS platform deployed on 

a public cloud or private cloud, 

the bidder must provide a 

written declaration confirming 

that the Department’s data will 

remain fully isolated and will 

never be shared, replicated, or 

accessed by any other tenant, 

customer instance, or third 

party under any circumstances. 

The bidder must also ensure 

that no cross-tenant data access 

is technically possible within 

the platform architecture. 

 


